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1> 7 )L° System Studio 2017
125 )L° System Debugger (ISD)
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VAT
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1. Y AT LT/\w% (XDB)
2. JIATLKRL—X
3. WinDbg ¥k

4. eGDB
e HR—rFBHRARNSY—TYRTSVETA—LAN\DESRSO—T
1. ITP-XDP3

2. CCA (Closed Chassis Adapter)
3. DbC (DCI USB 3.0 Debug Class)
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-8 IntEISDc

« |ITP-XDP3

- flif%: BEAVLEHLELESTL

- A5 —=Tx1 X XDP

- =T v
— FFEI—FA BayTrail (BYT) |
— B IO—RA CherryTrail (CHT) §
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D—E Irmaging devices
rp ‘-'-." Intel DCI Transports(USB-Based)

« 127 )L®°SVT Closed Chassis Adapter % Intel USB CCA Debug Class Devices
- fEfSEVEDELZSL o Tneel Soc
- 425—7x1X:DClover USB 3.0
- =Ty

— AVFI)L® Core™ 7Ot — R—ADT SV T A—L
(Skylake ™ DAF#, Kaby Laket & E D)

— A7) Xeon® 7OV — R—=ADTSV R TA—L1A
(Skylake Servert LA[&)

Host

Hardware required: Target (Closed chassis)

Intel® SVT Closed _ g _
Chassis Adapter BSSB Hosting DCI:
For lower power

- " USB 3.0 Hosting DCI:
Intel® System Studio For SO-State DFx access and
THFEI—RZ high performance operations
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Host

Hardware required:
Intel® SVT Closed

Chassis Adapter BSSB Hosting DCI:
For lower power

Target (Closed chassis)

- . USB 3.0 Hosting DCI:
Intel” System Studio For SO-State DFx access and
TRFEI—RF high performance operations
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File Edit View Run Dev.y -

rFeHXB| O

MR e BEAR|IGE]

[;}. Assembler: 0x0038:0x0000000078AFC80A to 0x0038:0x0000000078AFCI7A &

Trail  Address Opcodes
D 9x0033: 0x0000R0R073AFC0A 49 FF (@
D 9x0033 : 0xP000000073AFC3AD 48 85 9
D 9x0033:0x0000000078AFCS10 75 E2
debuglib.c:149
D 9x0038: 0x0000000078AFCE12 48 C7 B4
D 9x0038:0x0000000078AFCB1E 48 8B 84
D 9x0038: 0x000000007BAFCB26 48 85 (e
© 0x0033: 0x0000000078AFC529 74 F3
debuglib.c:151
D 0x2033: 0x2000000073AFC328 438 81 C4
D 0x0038: 0xB000000078AFCE32 3
D 9x0038: 0x0000000078AFCE33 cC
MEMO ]..,,|,A,‘AA‘J 46
D 9x0038: 0x0000000078AFCB34 40 53
D 9x0038: 9)(0000600078AFC836 48 83 EC
memoryallocationlib.c:476
@ 0x0033:0x0000000078AF CE3A 48 88 @5
B o000 nunnoo0GNOIR AT CDaS o oo aa
« m
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Source

inc r8

test rcx, rex

jnz @x78AFC7F4 <DebugAssert(cr

iDeadlc

mov qword ptr [rsp40x158], oxe
mov rax, qword ptr [rsp+@x158]
test rax, rax

t&g @x78AFCB1E <DebugAssert(chz

add rsp, 9x138
ret
int3

push rbx
sub rsp, @x20

emory = Inte

mov rax, qword ptr [rip+@x4437 _

loe o cbe Fecwsn.and

’

oo (o Gt G s i | [0 | @ 1o

[ debuglib.c 52

| »

m

@ % OOo

i)

XY m ¥

odules LoadPEIMs LoadThis

Send the print string to the Console Output device -

SerialPortWrite ((UVINT8 *)Buffer, AsciiStrlen (Buffer));

a Breakpoint, settings

if ((PcdGet8(PcdDebugPropertyMask) & DEBUG_PROPERTY_ASSERT_BREAKPOINT_ENABLED) !=
CpuBreakpoint ();

i else if iiPchetB(PcdDebugPropertyMask) & DEBUG_PROPERTY_ASSERT_DEADLOOP_ENABLED

Fills a target buffer with PcdDebugClearMemoryValue, and returns the target buffer
This function fills Length bytes of Buffer with the value specified by
PcdDebugClearMemoryValue, and returns Buffer.
If Buffer is NULL, then ASSERT().
16l If Lepgth is : r_than (MAX ADDRESS - Buffer + 1). then ASSERT(), e
< " »
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AT LT I\vY (XDB)

« SWHW JL—Om1LVrDFE (VML EFERLGWLIES)

FEBXD| o W b BMTTERT @

AFwv 7 1: [Breakpoints]

[ysh Assembl FFDEIEC to FFDES22 G0
Trail Address Opcodes S |j { F 7%7 U va
@ exp010:exFFFDE3FS [« int3
@ @xpe10: BxFFFDEIFE c int3
@ @xpe10:@xFFFDEIFT7 cC int3 ECX
@ @x0010:@xFFFDEIFS 56 push esi EDX
@ @xee10:exFFFDEIFY 57 push edi ESI
— — JFA BB 74 24 18 mov esi, sp+ax1e EDI
ZT‘yj 2: 7‘[2777— Fe 88 7C 24 6C mov edi, meq] ESP
T e N 2 83 54 24 14 mov edx, dword ptr Egp
*FIIV—ZZ—FE 6 8D 44 32 FF lea eax i
= , ptr [eduiesi s
2 38 F7 cmp esi, edi Ds
gj)bg U \ya lac 73 84 jnb @xFFFDE412 <> ss
4oE 38 7 cmp eax, edi ES
610:exFFFDE4LR 73 ec jnb @xFFFDE4LE <> Fs
1@xFFFDE412 BB CA mov ecx, edx Gs
:@xFFFDE414 83 E2 @3 and edx, &x3 EIP @xFFFDE41A
:@xFFFDE417 €1 E9 @2 shr ecx, ex2 FL @x@eeleeas EFLAGS Register
:@xFFFDE41A F3 AS rep movsd dword ptr [edi], dword ptr |
@ @x0o10: exFFFDEALC €8 87 jmp OxFFFDE425 <>
@ 9x0010: BxFFFDE4LE BB F@ mov esi, eax
@ 6x0010: exFFFDE428 80 7C 3A FF lea edi, ptr [edxtedi*1-ex1]
@ ox0010: @xFFFDE424 D std "
o = —
B Console View &2 ﬁ]nmnninnTla(e[LBR] w 8 = O [k Vector Registers [z Paging 00000784¢e5.30 | I IDT: (0000000078410 | (@ Breakpoints 52
Debugger Commands . 1d Address unction File

viee @x8010:0xFFFDE417

AT v 3: [Breakpoints]
DV RIICTL—ORIVE | -
b‘ﬁﬁ éné @ | [0][GEN-TI] IP=0x0010:0:xFFFDE4LA 0:0010:0xFFFDE41A

RE(LICEIY BEEEIE
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&5 Symbol Browser = . . LEL_M

— rem——\ } \Y N ymbol Name -
AT ILTI\wvZ (XDB) :

V|Select Functions only

« SW/HW JL—OMRAY FOEE (¥ VNIL%ZE
ERIBIER)
I & Symbol Browser - a R =)

mov edx, dword ptr [ebp+@xC] © ( Zj_-\yj 2: yy;ﬁ)b& ;3)( %002

add.acn..OGvin, |75t —s < = == Symbol Name

[ 2 > b ESI  exeee k
(@ Create Breakpoint - IL@_& D - h&lhﬁ&g Emi EDI ©oxe3e Platform.obj \IIChBaselnlt(vond] -
Code ‘ Data W ESP | x700 Symbol Name Filter Scope Filter
- ervices, CodeType, Value, Instance, EBP  @x7ee > - = All -

LIV LUIDT EEA_DIMIUD_\

Location: v Browse... =
[' J eiservices, Lodelype, Value, Instance, DS ox00l V| Select Functions only
Condition: v | [El Continue ss  exeel IsFastBootEnabled(class _EFI_PEI SERVICES™) -
Ao = Hard 3 ES 2x001 IsPreviousBootSuccessful(class _EFI_PEI_SERVICES**)
* - = Es 2x001 MemoryDiscoveredPpiNotifyCallback{(class _EFI_PEI_SERVICES** class _EFI_PEI_NOTIFY_DESC
. MfgMemoryTest(class _EFI_PEI_SERVICES** class _PEI_MFG_MEMORY_TEST_PPI*,unsigned it
Symbol: v GS  ©x08l

PchStepping(void)

L ©xeee PeilnitPlatform(void*,class _EFI_PEI_SERVICES™) B
PlatformReportStatusCode(class _EFI_PEI_SERVICES™*,unsigned int,unsigned int,unsigned inf
Port80ReportStatusCode(class _EFI_PEI_SERVICES*,unsigned int,unsigned int,unsigned int,c

I

[Hard] #7Y 3> &AVICT BET TR RTEBL R R
XEU—IBICHTL—o K1 MR E A

D:Eve PrioritizeBootMode(unsianed int* unsianed int)
Symbol Information

= | | PN - - S ' a . Name: PchBaselnit(void) Address: 0xFFFDC84C
) / = LI \7&‘"‘,&74‘ | DT: 0x79¢Ff004 - Breakpoints 53 v =2H Module: Platform.obj Function: ----
File Skip Count Message
3FFFDF320 Entrypoint: = 4d matching cumbaole found
[zl Vector Registers [§%; Paging |l GOT: tuffitfdds | JII] IDT: 0x79f#004 |[2) Breakpoints £ A
J0BOOBOFFFDCIAD Id Address Function File Skip Co
[A32\V1v2TbltDevicePkg\P Jee @xFFFDCBAC PchBaseInit(void) platform.c:499 (] OK Cancel
LN <101 Vi B\ — -
- AT w7 1: [Breakpoints] N
S R
-l D1V RITCHTTINOUYY
@ | [0][GEN-TI] IP=0x0010:0xFFFDD648 [PlatformPeim.efi] PLATFORMSTATUSCOL ] ¢
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SU—DURETHIARTEE

13 Trace Capture 32 O in¥"0 -
¥l Decode and display as datais received [ TMV Configurer 32 Apply ae =0 Rules 82 Apply B B EE®R-0
Configure targat during capture statand stop Bl TRV Saiss Il Background Color
. = .r., reground Color
@ fiter tex Setindex Range ) mmary CONTAINS ERROR
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JATLRL—X

Synchronize Auto-Scroll Go ToIndex 0 =

Filter Off | | Search On

_Summary

5 SVEN: 1:Userl t:catalog_msg 3:cat64 "[HECI1_CUBR] write data = 0x10, mask data = Ox7F." m:0 u:0

L] SVEN: 1:Userl t:catalog_msg s:catf4 "[HECI1 CUBR] write data = 0x10010, mask data = 0x10000." m:0 u:0

£] SVEN: 1:Userl t:cataleg msg s:caté4 "[HECI1 CSE F3] write data = 0x15, mask data = O0x40000000." m:0 u:0

/ms SVEN: 1:Userl t:catalog_msg s:catf4 "[HECI1_CSE_F5] write data = 0x80000015, mask data = 0x80000000." m:0 u:0

ATFv7 1:
[Window] #0Uwv %

CSME 00h:00m:00s 169.650ms SVEN: l:Userl t:catalog_msg s:catf4 "[HECI1 CSE GS1] write data = 0x3B4A0006, mask data = 0x200." m:0 u:0
= System Trace - FILTER: All Bus Drive 32 CSME 00h:00m:00s 170.263ms  SVEN: 1:Userl t:catalog msg s:catéé "[HECI1_CSE_GS1] write data = 0x3BOD0006, mask data = 0x6.” m:0 u:l
" . . = 33 CSME 00h:00m:00s 415.036ms  SVEN: 1:Userl t:catalog msg s:cat6d "[HECI1_CSE_GS1] write data = 0x3B4D0106, mask data = 0x100." m:0 u:0
File Edit MNavigate Search Project Run Intel System Studic  Analyse] | Window - T X
1 34 CSME 00h:00m:00s 692.918ms SVEN: l:Normal t:catalog msg s:caté4 "DRAM Init Done message received” m:0 u:d
Bl A & (-Rfoec am | i g New Window 35 CSME 00h:00m: 008 693.829ms  SVEN: l:Userl t:catalog_msg s:caté4 " [HECIL_CSE_FS| write data = 0%80000055, mask data = 0x1C0." m:0 u:0
Editor b 36 CSME 00h:00m:00s 756.90lms  SVEN: 1:Userl t:catalog msg s:catéd "[HECI1 CSE F5] write data = 0x20000055, mask data = 0x200." m:0 u:0
rﬁpmje;t Explnrar fncs = Hide Toolb I 37 CSME 00h:00m:00s 980.026ms SVEN: l:Normal t:debug string s:generic [ED] "ProcMan™ PID (25&) TID (0x1000100) Minor (3) Opening ED. m:0 u:d
(2 ExamoleTracePraisct \ae foathar 38 CSME 00h:00m:00s 980.059ms  SVEN: l:Normal t:debug_string s:generic [ED] "ProcMan® PID (256) Service Handle Allocated (0). m:0 u:0
[> ample |l rac
@T Tp P J I Other. I Alt+Shift+Q, Q l T b 39 CSME 00h:00m:00s 980.260ms SVEN: l:Normal t:debug string s:generic [ED] RegisterForEvents Ioctl called by "ProcMan™ FID (256) TID (0x1000100) Hand)
’ @ estlraceProj - 40 CSME 00h:00m:00s 981.543ms  SVEN: l:Normal t:debug_string s:generic [ED] RegisterProcess Ioctl called by "ProcMan™ PID (256) TID (0x1000100) Handle
> & TraceProject Perspective 4 11 CSME 00h:00m:00s 981.559ms  SVEN: l:Normal t:debug_string s:generic [ED] "busdrv" RegisterProcess: PID: (1283) Registering Brocess. m:0 u:l
> @ TraceProjectl N i , 4z CSME 00h:00m:00s 981.578ms  SVEN: l:Normal t:debug string s:generic [ED] Added Name "busdrv" BID (0x503) to dependency list. m:0 u:d
» (2 TraceProjec avigation 43 CSME 00h:00m:00s 984.865ms  SVEN: l:Normal t:debug_string s:generic BusDrv: Device SMT3_PBCIP_IBDF, is not detected m:0 u:0
% Show View |5 44 CSME 00h:00m:00s 984.876ms  SVEN: l:Normal t:debug_string s:generic BusDrv: Device SMT4_PFCIP_IBDF, is not detected m:0 u:0
45 CSME 00h:00m:003 984.E836m3 SVEN: l:Normal t:debug string s:generic BusDrv: Device SMIS PCIP IBDF, is not detected m:0 u:0
t;pefl\tertext _ LF LSMF, 00h:00m:003 984 FI&m: JEN: 1:-Normal todebug string sgeneric BusDry: Device T _PCTP TRDF, not detected ma0 13:0
=5 O O ~ ‘L/éoumle [&8 TMV Configurer [ ¢} Rules | glli Event Distribution £3 = O
- org.eclipse.ed.secondaryDataStack -
[Other..] RF> || oo 2
» = Profiling 124
E" 7 U \y“ 7 » [ Remote Systems
4 (= System Trace 104
8
6 -
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Rules 9
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imeg Difference = Il || ||‘
z 7_-\y ’ 3- onfigurer 0
= . 0. + 4 = 00h00m:01s 235.219ms: + 00 075.053ms
- apture
[Event Distribution] p
| > Sempling Resolution
J A)) g Zoomed View:
ZOUY J
Full View:
[ — . , | , | Il , nanosecond
ancel
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WinDbg #i3k
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« A ~7)L® Debug Extension for WinDbg &, WinDbg [IFIC JTAG X—XAD KR
M—bhEziRME

« MEET—ERWON\AN\R—a VDT /I\VIBREDEBMOI—AT — RIS TEDLDIC
WinDbg %35k
. BRYFUA
e« - WHT—brEDTAMOTYVSTT—X
e - YZFAHAMEE Windows* 1 VA —F—

‘IIHEI\ [::::]
JTAG &t

A3
RA 5—Twvhk

RECICEAT B EREIR

© 2017 Intel Corporation. R CH3| B, GHEZLCEY,
* ZOMDHE, BRBEE(F, —RICEHORR, & RIFBIREIETT,



WinDbg #i3k

e RH—FXZa—HB1FIL° Debug Extensions for WinDbg %R

B 0O More \v
Best match

) :;J WinDbg (X64)

Desktop app
Apps
@ WwinDbg (X86)

@ winDbg (ARM)

| & Intel Debug Extensions for WinDbg ‘

WinDbg|

« EREEER - B

Please choose tgzget architecture:

X
x86

L

o L

Please choose connection layer: Intel(R) DAL (SKL, KBL) or OpenIPC (VLVZ, BXTP, DNV)
L - c:\NIntel~DAL
L - c:NIntelNOpenIPCNBin

e JROOTVERT WinDbg v av #1831t
wdbg = itpkd.WindbgShell ()

- BE#&{RIC WinDbg =%k
wdbg.run ()
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WinDbg #i3k

REMIBO7EYTU—0—F

REFIREE/ — b - L\DOH\DFRIID
sEsEsoom KD O RhEMENTLS

7D-7D17679728£6) Kd=VerAddr18446735293415284160,DataBreaks=Exdi' - WinDbg: 1] Scratch Pad (doc\CheatSheet txt L]

Prewous || e

eXDI “exdidsid = (66664CB8-5320-4686-837D-7D17679728E6) Kd=VerAddr: 1844 5293415284160, DataBreaks=Exdi’ - WinDbg:10.0.10586.567

A= R ILF Ky (KD) _
o¥Ahavyv-iL et ( :

Registers - eXDI ‘exdixclsid=(66664C88-5320-4686-837= £F | Calls - eXDI ‘exdicisia=(66664CB8-5320-4686-8370-7D17679728E6 )
= Fawargs Funcinfo |Source |Addrs |Headings Nonvolatile

Seurce g

ge Frame nums

More Less

< >

Calis Locals Processes and Threads

Memory =
Virtusl | Ox " ELEECLLELLLLLLLE

Iy format: | Long Mex v | Previous ||| N

Ln0,ColD S5 0eXDIKD Proc000d  Thed 0304

=ECICET S EEEIR
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